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Why	
  privacy?	
  Why	
  now?	
  



TECHNOLOGY	
  AND	
  PRIVACY	
  
GPS,	
  mobile,	
  implantable	
  devices	
  
RFID,	
  “emana7ons”	
  
Biometrics	
  
Pervasive	
  sensory	
  networks	
  
Networked	
  video	
  and	
  audio	
  capture	
  
Web	
  cookies,	
  flash	
  cookies,	
  web	
  bugs	
  
Databases,	
  storage,	
  retrieval	
  
Informa7on	
  aggrega7on,	
  mining,	
  profiling	
  
“Big	
  data,”	
  “data	
  science,	
  ‘	
  …	
  

The	
  Internet,	
  the	
  Web	
  
Social	
  compu7ng,	
  Web	
  2.0	
  
Email,	
  mobile	
  media	
  



Sociotechnical	
  systems	
  



What	
  makes	
  them	
  privacy	
  threats?	
  
How	
  is	
  privacy	
  protected?	
  

•  Diminished	
  Control	
  
•  Control	
  returned	
  

•  Increased	
  exposure	
  
•  Increased	
  secrecy	
  

•  Private/public	
  dichotomy	
  breached	
  
•  Protect	
  privacy	
  of	
  private	
  



Contextual	
  Integrity	
  

it	
  does	
  mean	
  …	
  
§ appropriate	
  flow/sharing	
  
§ appropriate	
  constraints	
  

Respec7ng	
  privacy	
  	
  
does	
  not	
  mean	
  …	
  	
  
§  subject	
  controls	
  data!	
  	
  
§  data	
  flow	
  is	
  stopped	
  (secrecy)!	
  
§  no	
  flow	
  in	
  private	
  zone	
  (and	
  inverse)	
  



Contextual	
  Integrity	
  shi@s	
  privacy	
  quesEon	
  

What	
  is	
  appropriate	
  flow??	
  



Privacy	
  as	
  
Contextual	
  
Integrity:	
  
Key	
  
Concepts	
  

Contexts	
  
Structured	
  social	
  spheres	
  defined	
  by	
  ac7vi7es,	
  
prac7ces,	
  roles,	
  …	
  e.g.	
  healthcare,	
  educa7on,	
  
social	
  &	
  home-­‐life,	
  professional	
  &	
  work-­‐life,	
  
commercial	
  marketplace	
  (e.g.	
  Pierre	
  Bourdieu)	
  

Informa7onal	
  Norms	
  
Context	
  specific	
  rules,	
  customs,	
  conven7ons,	
  
expecta7ons,	
  laws,	
  defining	
  appropriate	
  flows	
  
of	
  personal	
  informa7on	
  

Purposes	
  and	
  values	
  
General	
  ethical	
  and	
  poli7cal	
  +	
  context	
  specific	
  
ends,	
  purposes	
  and	
  values	
  



Informa7onal	
  norms	
  model	
  Appropriate	
  Flow	
  
	
  	
  	
  	
  	
  In	
  a	
  job	
  interview,	
  the	
  interviewer	
  asks	
  about	
  a	
  
candidate’s	
  past	
  work	
  experience	
  but	
  not	
  about	
  
religious	
  observance	
  
	
  A	
  priest	
  never	
  shares	
  congregants’	
  confessions	
  with	
  
others	
  
	
  A	
  ci7zen	
  of	
  the	
  U.S.	
  reveals	
  gross	
  income	
  to	
  the	
  IRS,	
  
under	
  strict	
  condi7ons	
  of	
  confiden7ality	
  except	
  as	
  
required	
  by	
  law	
  
	
  You	
  do	
  not	
  share	
  a	
  friend’s	
  secrets	
  with	
  others,	
  except,	
  
perhaps,	
  with	
  your	
  spouse,	
  unless	
  your	
  friend	
  
expressly	
  requests	
  otherwise	
  
	
  Parents	
  closely	
  monitor	
  their	
  children’s	
  academic	
  
performance	
  



Informa7onal	
  norms:	
  Key	
  Parameters	
  
Actors	
  
Sender	
  
Recipient	
  
Subject	
  

InformaEon	
  
types	
  

Transmission	
  
Principles	
  

Physician,	
  merchant,	
  bank,	
  friend	
  
Merchant,	
  police,	
  ad	
  network	
  
Pa7ent,	
  shopper,	
  investor,	
  reader	
  

Demographic,	
  biographical	
  
Transac7onal,	
  communica7ons	
  
Medical	
  status,	
  financial	
  
	
  
Consent,	
  coerce,	
  steal,	
  buy,	
  sell	
  
Confiden7ally,	
  stewardship	
  	
  
With	
  a	
  warrant,	
  surrep77ously	
  
[An	
  indefinitely	
  large	
  domain]	
  



Privacy	
  
as	
  
Contextual	
  
Integrity:	
  
Key	
  
Concepts	
  

	
  
Appropriate	
  flows/constraints	
  modeled	
  by	
  
Context-­‐specific	
  Informa7onal	
  norms	
  
	
  
<Informa7on	
  Type/Aoributes>	
  about	
  <Data	
  Subject>	
  
is	
  transmioed	
  from	
  <Sender>	
  to	
  <Recipient>	
  under	
  
<condi7ons	
  defined	
  by	
  Transmission	
  Principle>	
  
	
  
Actors;	
  Aoributes;	
  Transmission	
  Principles	
  
	
  
Ideal	
  norms	
  promote	
  values	
  and	
  	
  purposes	
  



Respec7ng	
  Privacy	
  means	
  …	
  

Respec7ng	
  entrenched	
  context	
  specific	
  	
  
informa7onal	
  norms	
  



Respec7ng	
  Privacy	
  means	
  …	
  

This is a terribly conservative theory!	



Respec7ng	
  entrenched	
  context	
  specific	
  	
  
informa7onal	
  norms	
  



	
  	
  	
  	
  EvaluaEng	
  disrup7on:	
  how?	
  

•  Interests	
  	
  
•  General	
  moral,	
  social,	
  and	
  poli7cal	
  values	
  
•  Internal	
  context-­‐specific	
  ends,	
  purposes	
  and	
  
values	
  



	
  Considera7ons	
  

Interests	
  –	
  osen	
  conflicted	
  
	
  Informa7onal	
  harms,	
  benefits,	
  risks	
  
	
  Boundary	
  control	
  (Altman)	
  	
  

General	
  moral,	
  social,	
  and	
  poli7cal	
  rights	
  &	
  values	
  
	
  Unfair	
  discrimina7on	
  …	
  
	
  Liberty,	
  autonomy	
  …	
  



	
  Considera7ons	
  

Context	
  specific	
  purposes	
  and	
  values	
  
	
  healthcare:	
  cure	
  disease;	
  alleviate	
  suffering,	
  equity	
  …	
  
	
  poli7cal:	
  democracy;	
  freedom	
  from	
  exploita7on	
  …	
  
	
  home	
  and	
  social:	
  trust,	
  autonomy,	
  stability	
  …	
  
	
  educa7on:	
  knowledge,	
  intellect,	
  fair	
  distribu7on	
  



	
  	
  	
  “While	
  the	
  government	
  does	
  not	
  know	
  every	
  source	
  
of	
  income	
  of	
  a	
  taxpayer	
  and	
  must	
  rely	
  upon	
  the	
  good	
  
faith	
  of	
  those	
  repor7ng	
  income,	
  s7ll	
  in	
  the	
  great	
  
majority	
  of	
  cases	
  this	
  reliance	
  is	
  en7rely	
  jus7fiable,	
  
principally	
  because	
  the	
  taxpayer	
  knows	
  that	
  in	
  
making	
  a	
  truthful	
  disclosure	
  of	
  the	
  sources	
  of	
  his	
  
income,	
  informa7on	
  stops	
  with	
  the	
  government.	
  It	
  is	
  
like	
  confiding	
  in	
  one’s	
  lawyer.”	
  

	
  
	
   	
   	
  Secretary	
  of	
  the	
  Treasury,	
  Andrew	
  Mellon,	
  1925	
  



Respec7ng	
  Privacy	
  means	
  

Note:	


Privacy is not the opposite of sharing; it is the opposite of inappropriate 
sharing	


Information is not yours, it is about you	



The contours of privacy are socially (culturally) varied	


Letting people choose may be neither in their interest nor morally required	



•  Respec7ng	
  entrenched	
  context	
  specific	
  informa7onal	
  norms	
  
•  Accep7ng	
  disrup7ve	
  flows	
  in	
  place	
  of	
  entrenched	
  i-­‐norms	
  

only	
  if:	
  
Ø Interests	
  are	
  balanced	
  
Ø general	
  rights	
  &	
  values	
  respected	
  
Ø context	
  specific	
  ends,	
  purposes,	
  values	
  sustained	
  



Feb	
  23,	
  2012	
  
White	
  House	
  
announces	
  Privacy	
  
Bill	
  of	
  Rights	
  
	
  



Applica7ons	
  
“where	
  the	
  rubber	
  hits	
  the	
  road”	
  

	
  
1.	
  Test	
  CI	
  	
  
2.	
  U7lize	
  

Diagnos7c	
  +	
  Prescrip7ve	
  



Applica7ons:	
  	
  
Empirical	
  +	
  Analy7cal	
  +	
  Technical	
  

² Disrup7ve	
  flows?	
  
² Locate	
  nature	
  and	
  sources	
  of	
  disrup7on	
  
² Evaluate	
  disrup7ons	
  [not	
  all	
  change	
  is	
  good/bad]	
  

² Interests	
  	
  
² general	
  ethical	
  and	
  poli7cal	
  values	
  	
  
² context	
  specific	
  ends,	
  purposes,	
  values	
  



Applica7ons	
  -­‐	
  Empirical	
  

•  eCommerce	
  (Kirsten	
  Mar7n)	
  	
  
•  Placement	
  of	
  Court	
  Records	
  Online	
  [RECAP	
  
study]	
  

•  Health	
  IT	
  and	
  Privacy	
  [SHARPS]	
  
– Anupam	
  DaNa,	
  et.	
  al.	
  	
  
– Mar7n	
  French,	
  Heather	
  Paoerson:	
  cardio	
  pa7ents	
  
expecta7ons	
  in	
  mobile	
  health	
  tracking	
  [Northwestern,	
  
UC	
  Berkeley,	
  NYU	
  collabora7on]	
  

– Heather	
  Paoerson:	
  Mobile	
  Apps	
  (e.g.	
  Fitbit)	
  and	
  user	
  
expecta7ons	
  



From:	
  A.	
  Barth,	
  A.	
  Daoa,	
  J.	
  Mitchell,	
  and	
  H.	
  Nissenbaum,	
  "Privacy	
  and	
  Contextual	
  
Integrity:	
  Framework	
  and	
  Applica7ons,"	
  Proceedings	
  of	
  the	
  IEEE	
  Symposium	
  on	
  
Security	
  and	
  Privacy,	
  May	
  2006.	
  	
  

Oakland	
  2006:	
  LPU	
  	
  	
  



HIPAA	
  excerpt	
  

A	
  covered	
  en7ty	
  may	
  disclose	
  an	
  individual’s	
  
protected	
  health	
  informa7on	
  (phi)	
  to	
  law-­‐
enforcement	
  officials	
  for	
  the	
  purpose	
  of	
  
iden7fying	
  an	
  individual	
  if	
  the	
  individual	
  made	
  a	
  
statement	
  admi{ng	
  par7cipa7ng	
  in	
  a	
  violent	
  
crime	
  that	
  the	
  covered	
  en7ty	
  believes	
  may	
  have	
  
caused	
  serious	
  physical	
  harm	
  to	
  the	
  vic7m	
  



•  4.5	
  §164.510	
  A	
  covered	
  en7ty	
  may	
  use	
  or	
  disclose	
  
protected	
  health	
  informa7on,	
  provided	
  that	
  the	
  
individual	
  is	
  informed	
  in	
  advance	
  of	
  the	
  use	
  or	
  
disclosure	
  and	
  has	
  the	
  opportunity	
  to	
  agree	
  to	
  or	
  
prohibit	
  or	
  restrict	
  the	
  use	
  or	
  disclosure,	
  in	
  
accordance	
  with	
  the	
  applicable	
  requirements	
  of	
  
this	
  sec7on.	
  	
  

•  [[To	
  whom?]]	
  



Applica7ons	
  -­‐	
  Analy7cal	
  

•  Placement	
  of	
  court	
  records	
  on	
  open	
  Web	
  
•  Online	
  Privacy	
  
•  “Respect	
  for	
  Context,”	
  what	
  it	
  is	
  and	
  isn’t	
  
•  Privacy	
  trouble	
  with	
  MOOCs	
  
•  Contextual	
  expecta7ons	
  of	
  privacy	
  

– Andrew	
  Selbst	
  –	
  4th	
  Amendment	
  
•  Health	
  IT	
  and	
  Privacy	
  

– Mar7n	
  French:	
  Privacy	
  rules	
  for	
  HIEs	
  [Working	
  with	
  
the	
  IL-­‐HIE]	
  



•  Previous work detailed how contextual integrity (CI) illuminates 

this shift.  
o  Amanda Conley, Anupam Datta, Helen Nissenbaum, and Divya 

Sharma, Sustaining Privacy and Open Justice in the Transition to 

Online Court Records: A Multidisciplinary Inquiry, 71 Md. L. Rev. 772 

(2012). 

o  Empirical study that searched for federal electronic records, New 

Jersey state court records 

Information Flows in Online Court Records 27 

Contextual Integrity as applied to 
Court Records 



Information Flows in Online Court Records 28 

Bankruptcy Court Records: The 
old days 

Source: United States Bankruptcy Court, Northern District of California, San Jose Division,  
http://www.canb.uscourts.gov/court-information/locations/san-jose-division 



Information Flows in Online Court Records 29 

Case Study:  RECAP 



•  Previous work detailed how contextual integrity (CI) illuminates 

this shift.  
o  Amanda Conley, Anupam Datta, Helen Nissenbaum, and Divya 

Sharma, Sustaining Privacy and Open Justice in the Transition to 

Online Court Records: A Multidisciplinary Inquiry, 71 Md. L. Rev. 772 

(2012). 

o  Empirical study that searched for federal electronic records, New 

Jersey state court records 

Information Flows in Online Court Records 30 

Contextual Integrity as applied to 
Court Records 



•  Findings: 
o  Different cost of flows of personal information between online and 

local access systems, based on: 
•  Location of information system 
•  Query interface and indexing mechanism 
•  Linked information sources 
•  Access restrictions 
•  Record format 
•  Human factors 

Information Flows in Online Court Records 31 

Contextual Integrity as applied to 
Court Records 



•  “Fine-grained differential access”  
o  Vary access based on, for example, 

•  the roles of parties requesting access 
•  the roles of information subjects 
•  the types of information, and  
•  the conditions under which information is granted. 

Information Flows in Online Court Records 32 

Possible models to guide 
information flow 



IV. Work-in-progress: 
Tailored Rules for Privacy 
and Transparency? 
 



Applica7ons	
  -­‐	
  Technical	
  

•  Context-­‐Aware	
  DNT:	
  FF	
  extension	
  
– automa7cally	
  sets	
  DNT	
  header	
  based	
  on	
  page	
  
content,	
  using	
  Adnos;c	
  ontology	
  

•  Cryptagram:	
  privacy	
  for	
  photo	
  sharing	
  
•  Compass	
  
•  ObfuscaEon	
  

– TrackMeNot	
  (with	
  V.	
  Toubiana	
  and	
  D.	
  Howe)	
  
– “AdNauseum”	
  (with	
  D.	
  Howe)	
  



•  Appropriate	
  photo	
  access	
  and	
  control	
  
•  Stops	
  server	
  side	
  gleaning	
  and	
  facial	
  recogni7on	
  
•  Retains	
  key	
  photo	
  sharing	
  experience	
  

Cryptagram	
  	
  
photo	
  privacy	
  for	
  online	
  social	
  media	
  

hop://cryptagr.am	
  

Mao	
  Tierney,	
  Ian	
  Spiro,	
  Chris	
  Bregler,	
  Lakshmi	
  Subramanian	
  	
  |	
  	
  PRGLab	
  	
  |	
  	
  NSF	
  IGERT	
  



	
  

	
  “The	
  produc7on,	
  inclusion,	
  addi7on,	
  or	
  
communica7on	
  of	
  misleading,	
  ambiguous	
  ,	
  or	
  
false	
  data	
  in	
  an	
  effort	
  to	
  evade,	
  distract,	
  or	
  
confuse	
  data	
  gatherers	
  or	
  diminish	
  the	
  reliability	
  
(and	
  value)	
  of	
  data	
  aggrega7ons.”	
  

	
  
	
  
	
   	
   	
  [Brunton,	
  Nissenbaum]	
  “Vernacular	
  resistance	
  to	
  data	
  collec7on	
  and	
   	
  
	
   	
  analysis:	
  	
  A	
  poli7cal	
  philosophy	
  of	
  obfusca7on,”	
  First	
  Monday,	
  May	
  2011	
  



?	
  



From	
  “A	
  Plausible	
  Thought	
  About	
  the	
  Future:	
  Safeguarding	
  Privacy	
  
with	
  Decep7on,	
  by	
  Conor	
  Friedersdorf,	
  The	
  Atlan7c,	
  9/19/2011	
  



 … she kept her recipe secret, 
not by withholding it, but by 
slightly altering proportions of 
the ingredients in every 
retelling." 

"It took me back to Buffalo, to 
the pignoli, a Sicilian version of 
macarons studded with pine 
nuts that my Aunt Lili made in 
huge batches at Christmas.	
  

Elaine	
  Sciolino,	
  “Fads	
  Aside,	
  the	
  Perfect	
  Macaron	
  
is	
  7meless”	
  The	
  New	
  York	
  Times,	
  	
  July	
  22,	
  2013	
  



obfuscating w
eb search 

2006 - ongoing 




